UBND TINH THUA THIEN HUE CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap — Tw do — Hanh Phic

S6: 639/STTTT-10C Thira Thién Hué, ngay 29 thang 3 nam 2022
VIV trién khai giai phap phong, chdng ma doc tap
trung BKAV Endpoint cho toan bd co quan nha
nudce trén dia ban tinh.

Kinh gri:
- Céac co quan chuyén mon thugc UBND tinh;
- Céac don vi su nghiép thudc tinh;
- Cac don vi dac thu thudc tinh;
- UBND c4c huyén, thi x3 va thanh phd Hué;
- Céc co quan, don vi, td chirc khac c6 két két mang WAN.

 Can ca Chi thj s6 14/CT-TTg ngay 25/5/2018 cia Thu tuéng chinh phu
Ve vigc to chuc trien khai cac bién phap tang cuong néng luyc phong chong phan
mém doc hai;

Can ct Quyét dinh s6 2072/QD-UBND ngay 16/10/2014 ctia UBND tinh
Thira Thién Hué vé viéc Quy dinh dam bao an toan, an ninh thong tin trén moi
truong mang trong hoat dong cua co quan nha nudc trén dia ban tinh Thura
Thién Hué; Quyet dinh s6 2713/QD-UBND ngay 18/11/2017 cua UBND tinh
Thira Thién Hué vé viéc phé duyét Bé an Két ni mang dién rong cuaa tinh bang
mang truyén so liéu chuyén dung CPNET va trién khai Internet tap trung cho ha
tang cong nghé thong tin tinh Thira Thién Hué; Cong vin sd 2060/UBND-CT
ngay 16/3/2020 caa UBND tinh Thira Thién Hué vé viéc trién khai an toan
thong tin tai cac co quan nha nudc.

Hién nay, cong cudc chuyen d6i s6 dugc cac BO, nganh, dia phuong uu
tién thuc hién, chuyén d6i s ciing dong nghia v6i cac hiém hoa, nguy co tan
cOng mang ngay cang gia tang, vi the an toan thong tin mang 1a yéu to then chét
dé dam bao cong cudc chuyén doi sb thanh cong. Vura qua, tinh hinh mat an toan
thong tin trén khong gian mang ¢ Viét Nam dién bién hét strc phuic tap, cac su
cO v an toan thong tin khong ngung xay ra gy ra hdu qua nghiém trong, kho
luong 1am anh huong téi viéc phét trién kinh té - x3 hoi va dam bao an toan
thong tin mang.

Thoi gian qua, So Thong tin va Truyén thong da phéi hop voi Tap doan
cong nghé¢ BKAV trién khai giai phap phong, chong ma doc tap trung BKAV
Endpoint ban quyén cho cac co quan, don vi c6 két néi mang WAN cua tinh,
qua do6 phat huy hi€u qua giip ngan chén cac loai ma ddc lay lan trén di¢n rong,
gop phan dam bao an toan, an ninh thong tin, tranh nguy co 16 lot, mat thong tin
trong co quan nha nudc trén dia ban tinh Thira Thién Hué.

D¢ nang cao hiéu qua bdo dam an toan thong tin, an ninh mang va dap



img yéu cau vé chi sb sin sang u’ng dung CNTT (ICT). S¢ Thong tin va Truyén
thong dé nghi cac co quan, don vi dang ky va cai dat phan mém phong, chong
mé doc BKAV Endpoint (chi tiét phu luc dang ky va hwéng dan cai dat phan
mém phong, chong ma déc BKAV Endpoint kém theo).

Luu y: Viéc dang ky va trlen khai phan mém phong, chong ma doc tap
trung s& 1am can ctr dé Panh gia, xép hang muc d6 Chinh quyén sd cac cap.

Trong truong hop can ho trg, quy don vi lién hé S& Thong tin va Truyén
thong theo 01 trong cac dau méi sau:

- D/c Hoang Dién Ky, dién thoai: 0906 760 759;
email: hdky.stttt@thuathienhue.gov.vn

- B/c La Thue, dién thoai: 0973 718 018;

email: Ithuc.stttt@thuathienhue.gov.vn

So Thong tin va Truyén thong thong bao dén cac co quan, don vi trén dia
ban tinh dugc bi€t va phoi hop thuc hién.

Tran trong./.

Noi nhin: GIAM POC
- Nhu trén;

- UBND tinh (b/c);
- Ban GD S¢;

- HuelOC, P.CNTT;
- Luu: VT.

Nguyén Xuin Son
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PHY LUC 1 |
DPANG KY SU DUNG PHAN MEM PHONG, CHONG MA PQC
BKAYV ENDPOINT BAN QUYEN
(Kem theo Cong van so /STTTT-10C ngay  /3/2022
ciia 8¢ Théng tin va Truyén thong tinh Thiva Thién Hué)

Pé nang cao hiéu qua bao dam an toan thong tin, an ninh mang va dap
Ung y€u cau v chi sO san sang tmg dung CNTT (ICT). S¢ Thong tin va Truyén
thong dé nghi cac co quan, don vi ding ky thong tin cai dat BKAV Endpoint
theo cac bude dudi day:

1. Bang nhap Hé thng xac thuc tip trung ctia Tinh (SSO) bang tai khoan Quén
tri cua don vi.

2. Lién két Hé théng Quan 1y nhan su tai muc “Qudn Iy hé so cdn bé cong
chwre, vién chirc”
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‘ 3 XU LY DICH VU CONG TAP TRUNG i Q‘i HE THONG THU DIEN TU CONG VU B HE THONG DANH GIA XEP LOAI CAC
H - X 2
= CO QUAN NHA NUoc
[N vl —
< QUAN LY HO SO’ CAN BO CONG NGHIEP VU TRUNG TAM HANH bon ek HOI DAP, TIEP NHAN PHAN ANH,
CHUrC, VIEN CHUC CHINH CONG ﬁ KIEN NGH|
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Hoic truy cap truc tiép vao Qudn Iy hé so cdn bé céng chikc, vién chive theo
link: https://nhansu.thuathienhue.gov.vn va ding nhap bang tai khoan quan tri
cua don vi.

3. Thyc hién dang ky BKAV Endpoint nhu sau:



https://nhansu.thuathienhue.gov.vn/
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n X : Bdng ky BKAV Endpoint I
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Quan tri don vi click chon “Tén don vi” sau do click “Thém méi” dé ding ky théng tin
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Pién cdc
thﬁng tin @ nhansu.thuathienhue.gov.vn
can bo don
vi dai dién
dang ky;
click
“Thém”

Thém mdi thanh céng !

Click & biéu tiwong ddu cong “* ” dé tién hanh khai bdo théng tin mdy tinh dang ky cai
dat BKAV Endpoint

STT Tén dan vi Ho tén Email Pién thoai S0 may Chi tiét

1 |Van phéng S& Théng tin va Truyén théng Hoang Dién Ky hdky.stttt@thuathienhue.gov.vn| 0906760759 31 ]

Nhap “Tén may tinh” va “dia chi IPv4”




Van phong 56 Thing tin va Truyén thdng
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Tén may tinh

bia chi IPv4

Kudt excel

bia chi IPve

|Tén may tinh ngudi ding

| |Dia chi IPv4 hign tai

|hdky_stttt

||10.238.78.12

v:|Tmng: [11 2

(capnhat| | 2

O muc “Dia chi IPv6” nguoi quadn tri co thé xem ¢ don vi nhdn sy nao chwa khai bao

IPv6

Click “Cdp nhdt” dé hoan thanh viéc ding ky

STT

1 |Vén phéng S¢ Théng tin va TruyEn thdng

Tén don vi

Hoang Dién Ky

Ho tén Email

bién thoai S0 may

hdky.stttt@thuathienhue.gov.vn| 0906760759 31 31

Chi it

,

Sau khi cai déit phan mém BKAV, hé thong phong chong md déc tdp trung cé chire ning
quan Iy va giam sat nham dam bdo an toan théng tin va cdanh bdo sém cdc 16 hong bdo

mdt (néu cd)
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PHU LUC 2

HUOGNG DAN CAI PAT VA PANG KY BAN QUYEN
PHAN MEM PHONG, CHONG MA PQC BKAV ENDPOINT

(Kém theo Cong van so

/STTTT-10C ngay

13/2022

ciia 8¢ Théng tin va Truyén thong tinh Thira Thién Hué)

1. Chuén bij cai dit

- Pé thuén tién cho viéc quan 1y va theo di tinh trang cic may tram trén hé
thdng, dé nghi cic co quan, don vi thong nhét dit tén may tinh dé ban, may tinh
xéch tay...theo quy dinh chung: viét tdt chi cdi dau tién cia ho va chir 16t dém

+ viét lién tén + “ viét tat tén don vi’

b

Vi du: 6ng Hoang Dién Ky & don vi S& Thong tin va Truyén thong thi dat

tén nhu sau: hdky_stttt

System Properties
Computer Name  Hardware Advanced  System Protection  Remote

La Windows uses the following information to identify your comp
= onthe network.

uter

Computer description: Ehdky_sm‘t

For example: "Kitchen Computer” or "Many's

Computer”.
Full computer name: hdky_stttt
Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network |D.

To rename this computer or change its domain or
workgroup, click Change.

OK Cancel

MNetwork 1D...

Aoply

Computer Name/Domain Changes >
You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:

[haky st |

Full computer name:
hdky_sttit

Member of
(") Domain:

(®) Workgroup:
|w0H|-:GHOUP

0K Cancel

- Trudc khi cai dit Bkav Endpoint Client, can g& bo cac phan mém diét
virus khac trén may tinh dé tranh xung dot, anh huong dén qua trinh va hiéu qua

xu ly.

2. Cai dit

Budc 1: Tai file Bkav Endpoint Client theo duong dan:
https://ioc.thuathienhue.gov.vn/?qd=29&cn=609&id=12



https://ioc.thuathienhue.gov.vn/?gd=29&cn=609&id=12

THU VIEN NG DUNG

Hhom tai liéu
1 H& tree Trang Théng tin dién tir nam 2018
2 Biéu miu dang ky chirng thu: sd chuyén ding trong cdc CQANN
3 Tai liéu Dich vy cdng
4 Danh sach ching thw sé hét han thang 4/2019
5 Phan mém Gidm sat An toan thﬁn{.; tin
6  Phan mém BKAV Endpoint I
T tiia cai dat chirng thw s6
B BRAV total NAC

Budc 2: Cai dat Bkav Endpoint Client

- Sau khi d3 tai vé phién ban Bkav Endpoint cho may tinh, chay b cai dat
Bkav
-+ Bkav Endpoint Installation 25

——
dJ Bkav' Endpoint 12 Internet Security

Bang tai bd cai dat.

Huy ba
Bkav Endpoint Setup
Khdi tao mdi trudng ..
Huy bé

- Tai Giao dién cai dat, click Tiép tuc



Bka\f Endpoint 15

Chao mirng

Cam dn ban 3 st dung Bkav Endpoint, M&i ban b3m vao ndt "Tiép tuc™ d& bat dau

qua trinh cai dat.
Tiéng Vit W

Quay lai

- Click Cai dit dé thuc hién cai dat
- Click vao Thay déi... dé chon lai thu muc cai dit. Bkav s& tién hanh cai
dit file can thiét vao phan ving di chon trén may tinh

[+

—

Bkav. Endlmint 15 \# Internet Security

Thu muc cai dat

Ban bam vao nit "Cai d3t" d& bat d3u qua trinh cdi d3t, hodc bam vao nut "Thay daéi”
de thay dai thu muc cai it

C3i dat Bkav Endpoint vao thu muc:

| C:\Program Files (x36)\BkavEnterprise

Thay dai ...




.

Pang cai dat Bkav Endpoint ...

Quay lai

- Khi cai dat xong, Bkav s& dua thong béo can khai dong lai may tinh,
click Khéi dong lai

Bkav

Endpoint 15
Cdngcu | Tudng lira | Website | English

Khu vu'c quét

(®) Quét nhanh Windows
( C:\Users\Administ..

Bkav Endpoint Security

) Toan b may

() Chon thu muc

_ . ~ Ban cin phai khai déng lai mady tinh d€ hodn t&t qua trinh cai dit
Cau hinh quét
Luu y: Ban hdy dong cdc I'ng dung khac trude khi khai dang lai.

| ~ sa
C}' Gap van d& v may unn, udn U4 vau Udy Ue UUQL AU LY uyen ngh!'ep -

{0 Bt lich quét

Ban quyén ﬂ i Trg giap

01/03/2022 Internet Security AT 2021

Budc 3: DPang ky ban quyén Bkav Endpoint
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- Khi cai dat thanh cong va kho1 dong lai may tinh, thuc hién dang ky ban
quyén.
- Trén giao dién Ban quyén, click Ping ky

Bkav

Endpoint 15 R .
Congay | Tudng Ia | Website = English
Thong tin ban quyén sif dung Luu ¥
Tén khdch héng: Client ID: 2 & S dung Bkav EI'IdeIiI'It o6 ban
Céng ty: Group: quyEn d& cd dil tinh ndng wu
viét va hd trg kif thudt truc tidp

Bién thoai: PO P
Sita théng tin m tlr cdc chuyén gia.
Email: L oL L
¥ MEu gdp bat or van g€ gi vé
virus, ban cd thé gusi Chan
Thong tin phién ban doan, gifi yéu cau hd trg tdi
Bkav tai tab Trg gidp.

Definiti ion: 4498 Update: 01/03/2022 - Build 16h44 " P R
fnition versian pdate 103/ u [ Ban cling cd thE glri email tdi
Engine version: 8.2.1 Bkav3e0@bkav.com.vn hodc goi

Tim ban mdi e, . . .
oo, 33055360 L mbiema £ 26 dn hos o knich g

Bkav Endpoint 024 3767 7150 d&
durge hd trg kip théi.

{r}} K&t ndi tdi may chd Bkav Endpoint

vy ( \ r
Tuy chon DUH Nhat ky \,’5& Ban quyén (J) Tro giip
[} -

01/03/2022 Internet Security AT 2021

- Giao dién dang ky théng tin ban quyén

Thing tin ca nhan

Tén ngudi sir dung Ihdky_stﬁ't )

5§ dién thoai IDBDE?ED?EH &) = |
Email Ihdky.stttt Ethuathienhue gov.vn =) %
Tén mdy chi Ibka\r.thuathienhue.gnv.ml = LI_J '

S
P
]
(o]

- Nhap thong tin bat budc vao cac 6 c6 ddu (*), sau d6 click Pong y

Chay:

1. Tén nguoi str dung: it tén dung voi tén may quy dinh nhu bude chuan
bi cai dat.

11



2. S6 dién thoai: Dién thong tin s6 dién thoai ca nhan cia nguoi st dung
may dé tién lién hé khi gap su co.

3. Email: nhap dia chi mail cong vu cua tinh da cap cta can bg, cong chire,
vién chuc, nguoi lao dong cua don vi.

4. Tén may chu: bkav.thuathienhue.gov.vn

- Nhap Mat khau (Khéa ban quyén) do S& Thong tin va Truyén thong cp
theo timg don vi; click Pong y

M3t khu |

- Hop thoai thong bao dang ky thanh cong

Chic mimg ban d3 dang ky thanh céng !
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